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Abstract—Context-aware applications automatically adapt
their behavior according to environmental conditions, also
known as contexts. However, in practice contexts are often
inaccurate, noisy or even inconsistent (e.g., two RFID readers
may report different numbers for the same set of goods
processed). These kinds of problematic contexts may cause
context-aware applications to behave abnormally or even fail.
It is thus desirable to detect and resolve context inconsistency.
In this paper, we propose a hybrid approach to detect
problematic contexts and resolve resulting context inconsistencies with the help of context-aware application semantics.
By combining low-level context inconsistency resolution with
high-level application error recovery, our approach can resolve
the inconsistent contexts more effectively. Moreover, error
recovery cost for context-aware applications is reduced. Our
experimental results show that our approach outperforms
existing approaches in terms of more accurate inconsistency
resolution and less error recovery cost.
Keywords-Context-awareness; Inconsistency Resolution; Error Recovery

I. I NTRODUCTION
The advent of powerful, embedded computing devices
allows applications to become aware of environment changes
(e.g., location, temperature). By explicitly modeling environmental conditions as contexts in applications and sensing
contexts at runtime via underlying sensors, applications can
adapt their behavior automatically when the environment
changes. Applications such as these are referred to as
context-aware applications [29].
Since a context-aware application adapts its behavior
automatically based on the context, the quality of the context
is extremely important [5, 16, 28]. However, due to inherent
noise in the environment in practice, poorly functioning or
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malfunctioning sensors, or lack of sensitivity, the collected
context may be inaccurate, incomplete, or even inconsistent [2, 9, 19, 24, 26]. For example, two RFID readers
may report different numbers for the same set of goods
processed on a conveyor belt. An inaccurate, incomplete and
inconsistent context may cause applications to behave abnormally and deviate from their original specifications [21].
For example, a warehouse management system may fail to
register the correct number of goods due to inconsistent
values reported by different RFID readers processing the
goods.
To address this issue, many researchers suggested filtering or repairing problematic contexts (e.g., inaccurate,
incomplete or noisy contexts) [2, 8, 19, 26, 27]. These approaches specify context consistency constraints to classify
contexts into two categories: consistent and inconsistent.
For example, one can define a consistency constraint to
verify whether the number of goods reported by different
RFID readers is equal. Whenever a context is updated
by a sensor, associated context consistency constraints are
verified. If a given context violates a consistency constraint,
the context is marked as inconsistent. This inconsistency
detection is complemented with strategies to filter or repair
inconsistent contexts. For example, approaches exist that
suggest removing context to keep the consistency constraints
satisfied for the remaining contexts [8]. The strategies include removing the latest context, the oldest context, or
the least frequently used context, for example. The work
in [8, 26] also proposed to repair problematic context sources
(e.g., sensors) to reduce potential context inconsistencies.
However, these approaches have two major limitations.
First, it is difficult to identify the problematic contexts
accurately. The aforementioned strategies to filter and repair
contexts are usually based on heuristics. For example, a
newly established context may be classified as problematic
because the pre-existing contexts satisfied the constraints
until the new context came about. These kinds of heuristics
lack convincing evidence and may lead to incorrect out-
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comes. As a result, some “good” contexts may be removed
whereas some problematic contexts are kept. For example,
suppose the first RFID reader reports an inaccurate number
for the goods scanned on the conveyor, whereas the second
reader reports the correct number. The strategy to remove
the latest context would filter the correct number reported
by the second reader and keep the incorrect one reported by
the first reader.
Second, resolution approaches such as these rely heavily
on how accurately and completely defined the consistency
constraints are. If there are no consistency constraints or the
consistency constraints are inaccurate in classifying certain
problematic contexts as inconsistent, these problematic contexts will not be filtered or repaired. In practice, consistency
constraints may not always be available and completely defined due to the open environments for pervasive computing
applications. For example, two RFID readers may report the
inaccurate but same total number for a set of goods scanned.
The constraint to check whether the reported results are the
same is unable to discover this inaccuracy.
Therefore, if the consistency constraints are inaccurate
or incomplete, or the context inconsistency resolution does
not filter out all the problematic contexts, some problematic
contexts may still affect the context-aware application and
cause potential failure. For example, the warehouse management system would register the wrong number of goods
to be stocked in the warehouse based on the incorrectly
reported context by the readers. A subsequent transaction
that operates over the reported number of goods would incur
an error because of the inaccurate count of goods available
in the warehouse.
To overcome these limitations, in this paper we propose
a hybrid approach to resolve context inconsistencies. The
basic idea is to combine high-level application error recovery
with low-level context inconsistency resolution strategies.
Fig. 1 illustrates our approach. Let T0 represent the time
that a context inconsistency is detected at the context-aware
middleware level and let T2 represent the time that the
context-aware application is found to deviate or fail due
to problematic contexts related to the context inconsistency.
Our approach postpones the context inconsistency resolution
to sometime T1 between T0 and T2 . The objective is to
make use of additional application semantics gained from
the context-aware application during the period between
T0 and T1 to help identify the problematic contexts more
accurately. For example, when the goods are transferred
from the conveyor to the shelf in the warehouse, the total
weight of the goods reported by the sensors in the shelf
and the specification of the type of goods updated by the
warehouse management system could be used to estimate
the number of goods and correct the inaccurate count in
this application.
In addition, our approach applies error recovery methods
to restore applications from an error state caused by prob-
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Figure 1: Hybrid solution.
lematic contexts (undetected or detected, since our approach
postpones the resolution). For example, the warehouse management system can apply a backward error recovery approach [13, 30] to roll back the selling transaction and
compensate for any side effects (e.g., refund the money) of
the transaction; or the warehouse management system can
apply a forward error recover approach [13, 30] by revising
the transaction and resuming the transaction to operate over
the true number of goods in the warehouse.
The challenges of this approach are two-fold. (1) making
use of the additional semantics of the context-aware applications to identify problematic contexts accurately; and
2) balancing the resolution accuracy and error recovery
cost. The resolution shortly after T0 may be inaccurate
due to lack of sufficient application information to identify
the problematic contexts. On the other hand, the error
recovery at a time close to T2 may be too late because the
error recovery cost may be unacceptable (e.g., the selling
transaction may have been confirmed and a service-level
penalty would be incurred if the transaction were aborted or
modified). To address these challenges, we propose a conflict
correlation model to calculate the probability of a context
being problematic based on application semantics. We also
propose a cost model to trade off the resolution accuracy
and error recovery cost. An experimental evaluation using
a warehouse management system shows that our approach
is promising. Compared to existing work, our approach
achieves at least 15% more resolution accuracy and at lease
27% less error recovery cost.
The rest of this paper is organized as follows: Section II
introduces our methodology. Section III evaluates our approach empirically. Section IV discusses the limitations of
our work and suggests potential improvements. Section V
puts our work in the context of related approaches.
II. M ETHODOLOGY
A. Overview
As mentioned in Section I, inconsistent contexts are usually resolved either at the middleware level by approaches
that filter contexts based on heuristic strategies, or at the
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Figure 2: Warehouse management scenario.
application level by error recovery approaches. Existing
approaches usually suffer from either low resolution accuracy or unacceptable error recovery cost. In this section,
we illustrate our approach to address these problems by
developing a novel hybrid approach. Our objectives are
to increase the resolution accuracy and reduce the error
recovery cost.
The basic idea is to postpone the decision for context
inconsistency resolution at the middleware level and to do
error recovery earlier at the application level. The benefits
are two-fold: (1) application information can be collected
during the postponed period to help improve the resolution
accuracy for inconsistent contexts and (2) doing error recovery earlier will help to avoid unacceptable error recovery cost
for applications.
The key point of this approach is what kinds of information can be collected from the application and when to
make the decision to resolve the context inconsistency. We
observe that the behavior of context-aware applications is of
help in identifying problematic contexts.
Let us illustrate the basic idea using the example in
Fig. 2, where an unmanned fork truck picks up goods in
a warehouse. The truck is equipped with RFID to identify
its current position based on an indoor location sensing
service (e.g., LANDMARC [18]). The fork truck is operating
autonomously based on location contexts. In each step, the
truck can move to either one of four quadrants that are left,
right, up or down from its current position given that these
positions are not occupied by goods. Due to noise and signal
reflection from goods, the location sensing may introduce
positioning errors (e.g., the current location is (1, 3) whereas
the sensing result gives (4, 6)). As a result, the truck may
not be able to complete the job successfully (e.g., may pick
up wrong goods).
Suppose the value of the last location context of the
truck is (2, 3), and after moving one step, the new sensing
value for the location context is (4, 5). According to the
consistency constraint, – that is, the distance between two
consecutive location contexts should be less than or equal to
1 after moving one step, – there is an inconsistency between
these two contexts. The probability of either contexts being
problematic is 50%. If we were to apply heuristic strategies
(e.g., removing the latest, removing the oldest context etc.)

to resolve the inconsistency, the resolution may be inaccurate
with a probability of 50%. If the truck continues to move
instead of stopping to resolve the inconsistency, it will
receive a new location context (let’s say (4, 4)). From this
information, we can deduce that the location (2, 3) is more
likely problematic, because the truck can move from (4, 5)
to (4, 4) in one step, but cannot move from (2, 3) to (4,
4) in two steps. Intuitively, given a fixed context error rate,
if the truck postpones the inconsistency resolution to a few
steps later, it may get new location information to make
the resolution more accurate. However, the truck cannot
postpone the resolution indefinitely, because this may cause
severe errors for the truck (e.g., pick up wrong goods, or get
stuck at some location) with the resulting error recovery cost
being unacceptable (e.g., truck cannot pick up the required
goods in a specified time).
Our solution trades off the resolution accuracy against
error recovery cost. In the rest of this section, we present
a context-correlation model to calculate the probability of
a context being problematic based on the contexts and the
behavior of the context-aware application. The context with
the highest probability is regarded as the most likely one
being problematic. We also propose a cost model to estimate
the error recovery cost for the context-aware application. In
addition, we develop a resolution algorithm to determine
when to resolve context inconsistency with a high accuracy
as well as an acceptable error recovery cost.
B. Context-Correlation Model
As mentioned in Section II-A, our solution is to postpone
the inconsistency resolution and make use of context-aware
application information to increase the resolution accuracy.
To do so, we define a correlation model to describe the
relationship between contexts before an action of a contextaware application is invoked and contexts after the action
is executed based on application semantics. Without loss of
generality, we adopt the context model proposed in [20], and
define a context as a set of variable-value tuples.
Definition 1. A context is a set {(x1 , t1 , v1 ), · · · , (xn , tn ,
vn )}, where ti and vi are the type and the value of variable
xi , respectively.1
For example, the location context in Fig. 2 can be represented as {(x1 , real, 3.0), (y1 , real, 5.0)}, where x1 and
y1 represent the x-axis and y-axis of the map, respectively.
Note that the concept of contexts in our model includes
the internal states of an application (e.g., the truck has
picked up the goods) and its external environment (e.g.,
the location of the truck). To simplify the development and
maintenance of context-aware applications, context-aware
middleware systems have been proposed to manage contexts
1 Note that the value of a variable can be a concrete value (e.g., v = 2)
i
or a constraint specifying the range of the value (e.g., vi > 2).

C7

C4

C9

C8

Current
contexts

Ci

C2

C8

Cj

C3

C9

Ck

…

C5

C6

C7

C7

…

C4
C5

C2

C3

C1

…

C2

C1

…

C1

Contexts after
invoking action a

Context Ci1

(a)

Contexts Ci2

C1

p2

p1

C1

C3

p1

p3

Contexts Cin

(b)

C2

(c)

C3

C2

p3

p2
(d)

Figure 3: Context correlation and probability model.
for applications [1, 10, 17]. Middleware systems manage,
collect, filter, aggregate, and maintain contexts for applications and their underlying sensing devices. Applications
can query and make use of contexts through the interfaces
provided by the middleware systems. With middleware support, context-aware applications can adapt their behavior
automatically by defining rules to handle context changes.
The following definition formalizes the model of a contextaware application underlying this paper.
Definition 2. A context-aware application P is a tuple
{C, A, R}, where C is the set of contexts defined for the
application, A is the set of actions (also referred to as tasks)
for the application, and R ≡ C ×A is the set of rules.
Context-aware middleware is responsible for monitoring
context changes and invoking rules of applications. Given
a rule (c1 , a) ∈ R, the intuitive meaning is that if the
underlying middleware detects a change to current context
c1 (e.g., the current location is changed to c1 ≡ {(x1 , real,
4.0), (y1 , real, 5.0)}, representing that the truck reaches
the destination c1 ), the action a (e.g., the truck lifts the
goods) is invoked. As explained in Section II-A, the effects
of an action in the application may be helpful to identify
the problematic contexts. For example, if the truck moves
one step, the new location should be within the circle with
the last location as the center and the radius equivalent to
the length of one step. Otherwise, either the last context or
the new context should be problematic. By exploring such
application-specific constraints, we can reason about which
context is most likely problematic.
To capture the effect of an action on the contexts of an
application, Definition 3 introduces an effect function, fe .
Definition 3. Given a context-aware application P = {C, A,
R}, the effects of actions in the application can be defined
as the effect function fe : C × A → {B|B ⊆ C}.
For example, as illustrated in Fig. 3a, C2 = fe (c3 , a)
describes the effects of moving one step for the truck, where
c3 ≡ {(x1 , real, v1 ) , (y1 , real, v2 )} is its current location
and C2 ≡ {{(x1 , real, v10 ), (y1 , real, v20 )}| (v10 −v1 )2 +(v20 −
v2 )2 ≤ 1}. Note that C2 represents the scope of possible

valid contexts after action a is invoked given c3 is a valid
context. Let N C be the set of contexts after action a is
invoked. Now, ∀nc ∈ N C, we can compare nc to C2 to
determine whether c3 is a problematic context or not. If
nc ∈ C2 , then it is possible that both c3 and nc are accurate
or inaccurate. However, if nc ∈
/ C2 , then at least one of them
is inaccurate. Therefore, we have the following implications:
• If nc ∈
/ fe (c3 , a), and c3 is accurate, then the
probability of nc being inaccurate is 1, that is,
p(nc is inaccurate | c3 is accurate) = 1.
• If nc ∈
/ fe (c3 , a), and nc is accurate, then the
probability of c3 being inaccurate is 1, that is,
p(c3 is inaccurate | nc is accurate) = 1.
To describe the relationship between two contexts, we connect two contexts by a line, denoted as conf lict(c3 , nc),
to represent the correlation between c3 and nc, that is,
conf lict(c3 , nc) ≡nc ∈
/ fe (c3 , a).
Let us take Fig. 3b as an example. Ci2 represents the
set of contexts after invoking action a. Since c8 and c9 ∈
/
fe (c3 , a), we connect c3 from Ci1 and c8 and c9 from Ci2
to represent this correlation relationship. Similarly, suppose
Ci3 is the set of contexts after the application invokes two
actions a, b, and c ∈ Ci1 , nc ∈ Ci3 , conf lict(c, nc) if
and only if ¬∃ c0 ∈ fe (c, a) such that nc ∈ fe (c0 , b). In
this way, we can derive the correlation relationship between
the context after invoking a sequence of actions and the
context before the invocation. By linking contexts resulting
from every step of action invocation, we can describe the
correlation relationship among contexts as a graph.
Based on this graph, we can derive the probability of
each current context being inaccurate, and pick the one
with the highest value as the problematic one. For example, given two contexts c1 and c2 and conf lict(c1 , c2 ),
suppose the probability of c1 or c2 being problematic is
p1 and p2 , respectively, then p1 + p2 ≥ 1. This is because p2 ≥ p(c2 is problematic and c1 is accurate) =
p(c2 is problematic|c1 is accurate) × p(c1 is accurate)
= 1 × (1 − p1 ).
However, if there exists another context c3 such that
conf lict(c1 , c3 ), and the probability of c3 being problematic is p3 , as illustrated in Fig. 3c, then c1 is

problematic given either c2 or c3 is accurate. Therefore, p1 ≥ p(either c2 or c3 is accurate) = 1 −
p(both c2 and c3 are inaccurate) = 1 − p2 × p3 .
Similarly, in another scenario, as illustrated in Fig. 3d,
if conf lict(c1 , c3 ) and conf lict(c2 , c3 ), then c3 is problematic given either c1 or c2 is accurate. Therefore, p3 ≥
p(either c1 or c2 is accurate) = 1 − p1 × p2 .
Based on the above discussion, we obtain the following
formula to calculate the probability of each context being
problematic.
∀c0 ∈ C, if ∃ci (i = 1..n) ∈ C : conf lict(c0 , ci ) or
n
Y
(1)
conf lict(ci , c0 ), then p0 ≥ 1 −
pi .
i=1

Given this formula, for every context we can apply
computations via mathematics packages, such as Algebrator2
or Matlab3 to analyze the probability of each context being
problematic. Given a set of inconsistent contexts, C 0 , we can
choose to resolve the contexts in C 0 which are most likely
problematic.4
Intuitively, the resolution should be postponed to a time
after many action invocations, where the resolution should
be more accurate because more information can be collected
to help determine problematic contexts. However, this may
also increase the error recovery cost for the application. In
Section II-C, we propose a solution to resolve the inconsistency and trade off the accuracy of resolution against the
error recovery cost.
C. Inconsistency Resolution
As explained in Section I, when an inconsistency is
detected among a set of contexts, our approach does not resolve the inconsistency immediately. Instead, we resume the
execution of the application and postpone the inconsistency
resolution to a time after some actions have been invoked
by the application. In this way, we can use application
level semantics (that is, the effects of actions) to correlate
contexts between different action steps and make use of
this information to help identify inaccurate contexts in the
original set of inconsistent contexts more accurately. After
identifying the contexts that are most likely problematic, the
inconsistency resolution removes these contexts and recovers
the application from the error state caused by problematic
contexts. Basically, there are two ways to recover an application from an error state:
Backward Recovery: This method compensates the effects of invoked actions, restores the application to a state
2 Softmath,

Algebrator, 1990s, http://www.softmath.com/
Mathlab, http://www.mathworks.com/products/matlab/
4 There are different strategies to define the “most likely problematic”
contexts. For example, one may choose to resolve the smallest set of
problematic contexts that satisfy the aforementioned inequality constraints.
In this paper, we use another strategy, selecting the contexts with the highest
probability as being problematic among all the possible solutions given the
aforementioned inequality constraints.
3 Mathworks,
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free of errors, and then resumes the application from the
error-free state. For example, as illustrated in Fig. 4, the
problematic context c is sensed at the state s1 of the
application, and the inconsistency caused by c is detected
at state s02 (the dashed line represents that the application is
affected by this problematic context c). At state s03 , context
c is identified to be problematic, and the inconsistency
resolution is applied. The application removes context c and
recovers from state s03 to s1 using a backward recovery
approach. That is, the application invokes action b3 and b2
to compensate the effects of a3 and a2 , respectively. Then,
the application can resume the execution from state s1 .
Forward Recovery: This strategy allows the application
to execute a sequence of actions and to transfer from the
current error state to a state free of errors. For example,
as illustrated in Fig. 4, instead of compensating the invoked
actions, the application invokes another action b4 at the error
state s03 and transfers to an error-free state s4 .
In practice, both backward and forward error recovery
approaches can be applied in concert. For example, the
truck in the warehouse may first apply backward recovery
to backtrack to a position from the current position (because
the truck is stuck at this position) and then apply forward
recovery by choosing another path from the new position.
How an application chooses to recover from an error state
is determined by its recovery plan, which is specific to the
application and designed by the application developers. How
to develop a recovery plan for an application is out of scope
of this paper.
Since our approach applies high-level application semantics to help identify problematic contexts, in general,
the more application information we have, the higher the
possibility that the problematic contexts can be identified.
However, the inconsistency resolution cannot be postponed
indefinitely, because this may cause unacceptable error recovery cost for the application. Therefore, when to resolve
the context inconsistency is a crucial issue.
To address this issue, we propose a cost model for contextaware applications to evaluate the error recovery cost. In this
model, each action is assigned two costs:
Compensation cost: If backward recovery is applied,
the application needs to compensate some invoked actions.
The compensation cost for each action a is denoted as

cpc(a). Note that the cost for each action is determined by
application semantics. For example, if invoking an action has
no side effects for an application, then the compensation cost
for the action is zero. Instead, if the side effects of an action
cannot be compensated (e.g., the truck moves into a path
from where it is not allowed to backtrack), the compensation
cost is set to be infinite.
Execution cost: If forward recovery is applied, the application needs to invoke some actions to transfer its state
to an error-free state. The execution cost for invoking each
action a is denoted as ecc(a). Note that the execution cost for
each action is also determined by application semantics. For
example, the execution cost may include the time needed,
the resource consumed etcetera.
Given the compensation cost and execution cost for each
action, we can calculate the cost needed for each recovery
plan. If the application applies backward recovery to compensate a sequence of invoked actions a1 , a2 P
, · · · , an , then
n
the cost for this recovery plan is equal to
i=1 cpc(ai ).
If the application applies forward recovery by invoking a
sequence of actions b1 , b2 , · · · , bm to recover
Pmfrom errors,
the cost for this recovery plan is equal to i=i ece(bi ). If
a hybrid plan is taken, that is, the application compensates
a sequence of invoked actions a1 , a2 , · · · , an first and then
invokes a sequence of actions b1 , b2 , · · · , bm for forward
recovery
of errors,
Pn
Pmthe cost for the hybrid plan is equal to
i=1 cpc(ai ) +
j=1 ece(bj ).
Algorithm 1 Hybrid context inconsistency resolution.
Input:
A context-aware service P ;
Output:
The set of problematic contexts and error recovery plan;
1: let CC be the set of current contexts;
2: while not terminated do
3:
set PC equal to CC; /*PC means previous contexts*/
4:
invoke next action a ;
5:
let CC be the set of current contexts;
6:
for ∀cc ∈ P C, nc ∈ CC do
7:
if nc ∈
/ fe (cc, a) then
8:
link cc and nc
9:
end if
10:
end for
11:
calculate the probability of each context being problematic;
12:
calculate the cost for every recovery plan;
13: end while
14: let IC be the set of contexts with the highest probability;
15: remove IC from the context sets;
16: let ERP be the error recovery plan with the lowest cost;
17: execute the error recovery plan ERP.
Given the recovery cost, we propose an algorithm to

resolve the context inconsistency, as illustrated in Algorithm 1. The basic idea is to calculate the probability of
each context being problematic, given additional information
after invoking an action, and then calculate the cost for each
recovery plan. The application will continue to postpone the
inconsistency resolution until the termination condition is
satisfied (Line 2).
In the termination condition, the recovery cost may be
set to a value larger than an unacceptable value, or the
probability of a context being problematic is set to a value
larger than a reasonable threshold. The application picks
the context with largest probability of being problematic to
resolve, and selects the error recovery plan with the lowest
cost to restore the application to an error-free state (Lines 14
to 17).
III. E VALUATION
This section evaluates the benefits of our approach quantitatively in terms of accuracy of inconsistency resolution and
error recovery cost as well as scalability.
A. Experimental Setup
In our experiment, three approaches are investigated. Two
approaches are used as baseline: One is to apply only
low-level context inconsistency resolution by using various
strategies (that is, remove the latest context, represented
as L-RL and remove the oldest context, represented as LRO). Another one is to apply only high-level application
error recovery. No context inconsistency resolution capability is provided to the application. Instead, the application
recovers from the errors caused by inconsistent contexts
using application level error recovery plans. This approach
is represented as H-ER. Our approach applies a hybrid solution to combine low-level context inconsistency resolution
and application level error recovery, denoted as M-H. We
compare our approach to the other approaches in terms of
accuracy of inconsistency resolution and error recovery cost.
The warehouse application scenario introduced in Section II-A is used in our experimental evaluation. The map
of the warehouse is set to 16 × 16 quadrants and goods
are randomly placed in some quadrants. In one step, the
truck can move towards either of the four quadrants that are
left, right, up or down from its current position given these
quadrants are not occupied by goods. In the experiment, the
truck receives contexts from the underlying middleware with
a given inaccuracy rate. The location context used in this
application is represented as (x, int, vx ), (y, int, vy ), where
x and y represent the x-axis and y-axis, respectively, and
vx , vy ∈ [1 − 16]. Another type of context is the information
about occupied quadrants near the truck. This information
is used by the truck to decide how to move in the next step.
The truck applies a heuristic to search the target goods
following the strategy of moving toward the next quadrant
closest to its current location with the shortest distance to the

target good. To evaluate the error recovery cost, we count
the number of steps required to pick up the target goods by
the truck for each approach.
The more steps are needed, the higher the error recovery
cost is in the approach. If the truck cannot pick up the goods,
a penalty is added to the cost. To evaluate the accuracy of
inconsistency resolution, we count the number of resolutions
and the number of correct resolutions by each approach.
The accuracy rate is regarded as the ratio of the number of
correct resolutions over the total number of resolutions. A
higher ratio means that the approach has a higher accuracy
for inconsistency resolution.
B. Data Analysis
In the experiment, we evaluated and compared the resolution accuracy of our approach and the two low-level
resolution approaches (that is, L-RL and L-RO). We fixed
the ratio of problematic contexts and applied the three
solutions to the application, respectively. We repeated the
experiment by varying the ratio of problematic contexts from
5% to 95%. The experiment is repeated 1000 times and the
average result is shown in Fig. 5a. On average, our approach
used 13 historical contexts. From the experimental results,
we can observe that the accuracy rate of L-RL is higher than
that of L-RO in this application, but the accuracy rate of our
approach is much higher than both low-level approaches. We
can also observe that when the ratio of problematic contexts
is much higher (e.g., 90%), the accuracy rates of all these
approaches drop dramatically. This is because with more
problematic contexts, all the solutions cannot determine
which contexts are accurate, nor are they able to resolve
those problematic contexts correctly. We can observe that
even though the ratio of problematic contexts is high, our
solution still outperforms the L-RL and L-RO solutions. We
also observed that when the inconsistency rate is small (e.g.,
≤10%), the resolution accuracy rate increases along with the
increase of the inconsistency rate for all the solutions. This
is because when the number of inaccurate contexts is small,
increasing the proportion of inaccurate contexts increases
the chance of an inaccurate context being selected in the
resolution, no matter which strategy is applied.
In the experiment, some factors may threaten the validity
of the experimental results, such as the error rate of the application (that is, the sensitivity of the application to behave
incorrectly for problematic contexts) and the threshold of
the probability of a context being problematic to resolve.
Therefore, we repeated the experiment by varying these
factors to evaluate their impacts. Fig. 5b shows the result
with a higher error rate.5 The result shows that our approach
5 In the experiment, we simulated a higher error rate by increasing the
number of goods in the warehouse. The more quadrants are occupied by
goods, the fewer paths are available for the truck to reach the target good;
therefore, the application is more likely to behave incorrectly (e.g., got
stuck).

also performs better than the other approaches when the
error rate is high. We then changed the threshold to a
higher value and repeated the experiment. The result shows
that our approach has a higher resolution accuracy with a
higher threshold, as illustrated in Fig. 5c. In addition, the
ratio of problematic contexts in practice may be different in
different locations. We then changed the ratio of problematic
contexts for different quadrants in the warehouse map and
repeated the experiment. We varied the average ratio of
problematic contexts in these quadrants from 5% to 95%.
The result is shown in Fig. 5d. Compared to the quadrants
with the same ratios of problematic contexts, all the solutions
have a higher resolution accuracy even though the rate
of problematic contexts is high (e.g., 90%). This may be
because the problematic contexts are grouped to nearby
locations surrounded by accurate contexts that increase the
resolution accuracy. We also observed that our approach
performs better than the existing approaches in this scenario.
In the experiment, we also recorded the recovery costs for
all solutions. We fixed the ratio of problematic contexts and
applied all the aforementioned solutions to the application,
respectively. We repeated the experiment by varying the ratio
of problematic contexts from 5% to 95%. The average result
of 1000 repeated runs is shown in Fig. 5e. From the results,
we observe that our approach has the lowest recovery cost
among all solutions. We also repeated the experiment with a
higher error rate, a higher threshold and various problematic
context rates for different quadrants. The results are shown
in Fig. 5f, Fig. 5g, and Fig. 5h, respectively. In all these
scenarios, our solution outperforms the other solutions with
a lower recovery cost. We also observed that even though the
L-RL solution has a higher resolution accuracy rate than the
L-RO solution, its error recovery cost is higher than that of
L-RO. This is because the penalty of inaccurate resolution is
low in this application setting or is even helpful to restrict the
search paths for the target goods. As a result, the cost of the
L-RO solution is lower than that of L-RL. However, when
we increased the error rate for the application (shown in
Fig. 5f), we can observe that the L-RL solution performs as
good as (in some cases even better than) the L-RO solution.
In addition, we randomly generated context conflict
graphs with varying number of contexts (from 100 to 1000)
and varying number of maximum conflicts per context (from
2 to 10, denoted as MC2 to MC10). We then ran our solution
on a PC with a 2GHz CPU and 1GB memory to calculate the most likely problematic contexts. The experiment
was repeated 100 times and the average time needed was
recorded. The result is shown in Fig. 5i. The result shows
that the time needed is quite small (i.e., less than 100 second
for up to 1000 contexts). We can also observe that the more
conflicts per context, the less time is needed (except MC2,
which is a special and simpler case). This is because more
conflicts mean more inequality constraints and a smaller
solution space.
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Figure 5: Accuracy rate, error recovery cost and scalability of inconsistency resolution.
IV. D ISCUSSIONS
In this section, we discuss the limitations of our current
work and suggest potential improvements.
Maximum likelihood estimation. Maximum likelihood
estimation (MLE) [7] is a well-known statistical method to
estimate a statistical model’s parameters such that the model
can best fit the observed data. The general idea behind MLE
can be applied to address the issues of determining the
reasons to explain the observed phenomena. For example,
MLE has been applied to diagnose faults in computer networks [11, 22, 23]. By specifying the probability correlation
among faults and symptoms in computer networks, the set
of faults that can best explain the observed symptoms are
marked as the root cause of a failure. Our approach follows
a similar idea to identify the contexts that are most likely
problematic. The difference is that we correlate conflicting
contexts based on the semantics of context-aware applica-

tions instead of cause-effect relationships between contexts.
It is unknown whether a cause-effect relationship between
contexts exist or not. We are not determining the reason
behind inaccurate contexts but estimate which contexts are
more likely inaccurate based on conflicting constraints. The
limitation of MLE is that the estimated results can be heavily
biased for a small sample set. To address this issue, we
postpone the inconsistency resolution to collect as much
application semantics as possible to estimate the problematic
contexts with an acceptable error recovery cost.
Sensitivity of effect functions. In our approach, we
employ an effect function to describe the semantics of each
action and correlate contexts in different steps of action
invocation. In general, if the effect function for each action
is more sensitive, that is, it is more effective to exclude
problematic contexts after invoking an action from an accurate context, then the more precise our approach can resolve

problematic contexts. This is because we can gain more
conflict-correlation information to derive the probability for
each context being inaccurate. How to design more sensitive
effect functions is out of the scope of this paper. This may
be determined by the semantics of applications. We plan to
investigate the factors that effect the sensitivity of the effect
function in future work.
Correlation of contexts. In our approach, the effect
function correlates an individual context to a set of contexts
after an action is invoked. In practice, some contexts may
be correlated and the effect function may not be designed
for a single context, but for some of them jointly. To apply
our approach in these cases, we may need to revise our
context-correlation model to map contexts from n to m
instead of 1 to m. Similarly, we may also need to revise the
possibility model to reflect such correlation-relationships.
Another possible extension is to assign a value between 0
and 1 to each conflict relationship between two contexts
in the correlation graph, indicating the confidence in the
conflict relationship. We plan to extend our work to handle
such scenarios in future work.
Fault-tolerant context management. One possible way
to reduce inconsistent contexts is to apply fault-tolerant
techniques based on redundancy in context management.
For example, a warehouse management system may deploy
more than one RFID reader to read the same set of RFID
tags. By comparing the results from different readers, the
system may be able to filter out inconsistent data points.
However, as mentioned in Section I, redundant RFID readers
may fail to detect the inconsistent contexts if all readers
report inaccurate but identical results due impact attributable
to environmental noise, for example. Another solution is to
apply different types of devices to sense the same context.
For example, a location context could be calculated based on
the results of GPS devices as well as cameras. This solution
can help to avoid the same bias in the reported results by
different devices, but the deployment of different devices
increases not only the cost but also the complexity of context
management. In contrast, our solution applied high-level
application semantics to help identify inaccurate contexts
without the need for redundant devices. Our approach is
orthogonal to approaches based on redundancy.
Handling different types of contexts. In principle, our
approach can handle multiple different types of contexts at
the same time because our correlation and probability model
is not restricted to a single type of context information. For
example, temperature contexts reported by a car engine can
be correlated to identify the inaccurate contexts based on the
power output and work mode of the engine. Time contexts
can be correlated according to the duration of tasks. Weight
contexts can be correlated based on the updates of goods in
the warehouse and their specifications, etcetera.

V. R ELATED W ORK
In this section, we review recent related work in the area
of context-aware application support. We summarize the
state-of-the-art on context inconsistency detection and resolution, testing context-aware applications, and middleware
support for context-aware applications.
Inconsistency detection. Due to the dynamic and noisy
nature of environments, contexts are usually full of noise
and errors that let applications processing them behave abnormally. To address this problem, much research has been
devoted to detecting context inconsistency. For example,
Xu et al. [28] proposed an incremental approach to detect
context inconsistency efficiently by reusing detection results.
Jeffery et al. [9] proposed a statistical model to detect and
filter inaccurate RFID data. Sama et al. [21] proposed a
static approach to analyze and detect faults in context-aware
applications based on a formal model. These approaches
can be used as a basis upon which context inconsistency
resolution techniques can build.
Inconsistency resolution. Besides detecting context inconsistency, much effort has been devoted to resolve inconsistent contexts. Bu et al. [2] proposed to filter inconsistent contexts except the latest one. Heckmann [8]
suggested different strategies (e.g., remove latest context,
oldest one, the least frequently used one, and so on). These
approaches may be inaccurate because these strategies are
based on some assumption that may not always hold in
practice. Insuk et al. [19] proposed an approach to resolve
inconsistent contexts based on user preferences. Xu et al.
proposed an approach to identify inconsistent contexts based
on heuristics and to resolve them based on the impact on
the application. That is, the contexts that trigger less rules
defined by the applications are filtered [27]. Our approach
also uses information from context-aware applications to
help resolve the inconsistent contexts. The difference is
that our approach postpones the resolution to make use of
future application semantics and context information to help
identify inconsistent contexts. We also apply a cost model to
integrate the low-level context inconsistency resolution and
high-level application error recovery. In addition, Kulkarni et
al. [12] proposed a programming model based on exception
handling to recover context-aware applications from failures
in a forward processing manner. However, the low-level
inconsistency resolution and error recovery cost are not
addressed in their approach.
Testing context-aware applications. Since context-aware
applications may fail to behave as expected due to the
integration of underlying contexts, many researchers proposed approaches to test context-aware applications. Lu
et al. [14, 15] proposed a data-flow approach to analyze
the Definition-Use (D-U) of contexts and defined different
coverage criteria based on the D-U of contexts to generate
and select test cases. Wang et al. [25] identified the context-

aware programming points of a context-aware program and
explored possible scenarios of context interference in a
program. A test case generation approach is then proposed
to generate and select test cases to cover these scenarios.
In addition, Chan et al. [4] proposed to test context-aware
programs using metamorphic testing. Our approach also addresses identifying the faults that are caused by inconsistent
contexts. The difference is that we apply a model-based
approach to identify and resolve inconsistent contexts and
eliminate their corresponding impacts on applications.
Context-aware middleware. Recently, many contextaware middleware has been proposed to aid in the development of context-aware applications. For example, Context
Toolkit [6] introduces context widgets to collect, synthesize
and interpret contexts to decouple the handling and usage
of contexts for context-aware applications. Lime [17] and
Egospace [10] are context-aware middleware supporting
both logical and physical mobility of agents in a contextaware environment with the help of a tuple space. In addition, Bellavista et al. [1] proposed a middleware to manage
resources in wireless sensor networks. Capra et al. [3] resolved profile conflicts among applications at the middleware
level based on an auction among partners. Our approach
can also be integrated into middleware as a resolution
service. The difference between our approach and existing
middleware services is that our approach applies a hybrid
strategy to resolve the context inconsistency concerning both
low-level accuracy and high-level error recovery cost.
VI. C ONCLUSIONS
In this paper, we present a hybrid solution to resolve
context inconsistency for context-aware applications. Our
approach combines low-level context inconsistency resolution and high-level application error recovery. By postponing
the inconsistency resolution, our approach makes use of
information available from the context-aware application to
help identify problematic contexts. Moreover, a cost model
is proposed to trade off the resolution accuracy of context
inconsistency and error recovery costs. An algorithm to
resolve context inconsistency is proposed. The experiments
show that our approach outperforms existing approaches in
terms of resolution accuracy of context inconsistency and
error recovery cost for context-aware applications.
In the future work, we plan to conduct more case studies
and experiments using real-life applications to investigate
the wider applicability of our solution.
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